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OVERVIEW OF MUSCLECARD FRAMEWORK

This document describes the client side API for the MUSCLE Framework. This API provides a
near direct mapping of the function available on the MUSCLE Card Edge Applet. Some functions
have been provided as helper functions to ease commonly known tasks which might require one or
many of the other functions to complete.

The MUSCLE Framework provides cross-compatibility across multiple vendor smartcards and it's
client side API provides cross-compatibility across many platforms. MUSCLE has been designed
to work on most platforms including: Unix (Linux, Solaris, *BSD, Tru64, HP-UX), Macintosh (OS
X), and Windows (2000, 98, CE) based platforms. By being built on PC/SC and providing simple,
clean functionality for multiple platforms it is possible to develop cross-platform applications
which make use of cryptographic smartcards and tokens, independant of both the card/crypto token
manufacturer, operating system, and platform.

This API is used to abstract many types of tokens through a token loading mechanism which
dynamically loads tokens automatically by identifying them and loading their associated bundle or
plug-in. This allows applications to make use of cryptographic tokens in a manner which removes
them from statically binding their application to specific devices.

This document is meant to be used with the MUSCLE Cryptographic Card Edge Definition
document which further describes some of the data types used in this AP

Applications will link to the MUSCLE library (-Ipcsclite for gce users, PCSC.framework for OS X
users) and to the pcsc-lite library (non-OS X users). MuscleCard provides one header,
musclecard.h, (PCSC/musclecard.h for OS X) which provides the following functions listed in the
upcoming pages of this document.

For more information please contact: corcoran@linuxnet.com

ADDITIONAL REFERENCE

- MUSCLE PC/SC Lite API Reference Manual

- MUSCLECARD Plug-In Developer's Manual

- MUSCLECARD Card Edge Applet Specification
- MUSCLE IFD Handler Developers Manual
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MUSCLECARD FUNCTIONS

Functi on Name

Function Description

MSCLi st Tokens

Li st tokens avail abl e

MSCEst abl i shConnecti on

Connects to a token

MSCRel easeConnecti on

Rel eases a token

MSCWAI t For TokenEvent

Waits for token event

MSCCancel Event Wi t

- Cancel s a pendi ng MSCWi t For TokenEvent

MSCCal | backFor TokenEvent

- Register

a cal l back for token events

MSCCal | backCancel Event

- Stops all

event call back threads

MBCBegi nTr ansacti on

Locks a transaction

MSCEndTr ansacti on

Unl ocks a transaction

MSCCet St at us

CGets card information

MBCGet Capabi lities

Gets the card' s capabilities

MSCExt endedFeat ur e

Vendor specific features

MSCCener at eKeys

CGener ates keys

MSCI npor t Key

| mports a key

MSCExpor t Key

Exports a key

MSCConput eCr ypt

Perforns crypto operation

MSCExt Aut hent i cat e

Aut hent i cat es host

MBCGet KeyAttri but es

Gets the attributes of a key

MBCLi st Keys

Li sts avail abl e keys

MSCCr eat ePI N

Creates a PIN

MBCVeri fyPI N Verifies a PIN
MBCChangePI N Changes a PIN
MSCUnbl ockPI N Unbl ocks a PIN

MBCLi st PI Ns Li sts avail abl e PI Ns

MBCCr eat ehj ect

Creates an object

VBCDel et ehj ect

Del et es an obj ect

MBCW i t eChj ect

Wites an object

MBCRead(bj ect

Reads an obj ect

MBCReadAl | ocat eOhj ect

Reads entire bul k object

MBCGet Chj ect Attri butes

Gets object information

MBCLi st Cbj ect s

Li sts avail abl e objects

MBCLogout Al |

Logs out identities

MBCGet Chal | enge

CGets random from card
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MUSCLECARD RETURN CODES

Ret urn Code Ret urn Code Descri ption
MSC_SUCCESS - Successf ul
MSC_NO MEMORY_LEFT -Not enough nmenory to perform operation
M5C_OPERATI ON_NOT_ALLOWED -Qperation is not allowed
MSC | NCONSI STENT _STATUS -Operation inconsistent with current state
M5C UNSUPPORTED FEATURE -Feature not currently supported
M5C_OBJECT_NOT_FOUND -Object is not found
M5C OBJECT_ EXI STS -(bj ect already exists
M5C_SEQUENCE END - The sequence has ended
M5C_SI GNATURE | NVALI D -Verify detected an invalid signature
M5C | DENTI TY_BLOCKED - Qperation bl ocked
M5C | NCORRECT_ALG -Algorithmincorrect or not supported
M5C_UNAUTHORI ZED -Not authorized to performtask
MSC_AUTH _FAI LED -Aut hentication failed
MSC | NVALI D_PARANVETER -Invalid paraneter given
MBC_UNSPECI FI ED_ERROR -Unspecified error
M5C_TRANSPORT _ERROR -Error in transport
M5C | NCORRECT _P1 -Incorrect 1SO P1 given
MSC_| NCORRECT_P2 -Incorrect 1SO P2 given
M5C | NTERNAL _ERROR -An internal error has occurred
MSC_CANCELLED -A bl ocki ng event was cancell ed
MSC | NSUFFI Cl ENT_BUFFER -The buffer provided is too short
M5C_ UNRECOGNI ZED TOKEN - Chosen token not recogni zed
M5C SERVI CE_UNRESPONSI VE - Token services unavail abl e
MSC_TI MEQUT _OCCURRED -The action has tined out
M5C TOKEN REMOVED - The token was renoved
MSC TOKEN RESET -The token was reset
MSC_TOKEN | NSERTED -The token was inserted
MSC_TOKEN UNRESPONSI VE -The token is unresponsive
VMSC_| NVALI D HANDLE -The provided handle is invalid
MSC_SHARI NG VI OLATI ON -The desired sharing is not avail abl e

An application can choose to get an English human readable string which describes the
error condition which as occurred by using the following helper function:

MSCString mse_error(MSCLong32 errorCode)
-returns a temporary character string of the explained error.

David Corcoran <corcoran@linuxnet.com> Tommaso Cucinotta <cucinotta@sssup.it>




MUSCLECARD APPLICATION PROGRAMMING INTERFACE

MUSCLECARD TYPES

Nane Descri ption

MEC RV - 32 bit unsigned return for functions
MBCChar 8; - 08 bit signed

MBSCPUChar 8; - 08 bit unsigned pointer
MSCPCUChar 8; - 08 bit constant unsigned pointer
MBCUChar 8; - 08 bit unsigned

MBCCSt ri ng; - 08 bit constant signed pointer
MBCSt ri ng; - 08 bit signed pointer

MBSCPUShor t 16; - 16 bit unsigned pointer

MBSCUShor t 16; - 16 bit unsigned

MSCPShor t 16; - 16 bit signed pointer

MBCShort 16; - 16 bit signed

MSCPULoNng32; - 32 bit unsigned pointer
MBCULoNg32; - 32 bit unsigned

MBCPLoNng32; - 32 bit signed pointer

MBSCLong32; - 32 bit signed

MSCPCVoi d32; - 32 bit constant void pointer
MBCPVoi d32; - 32 bit void pointer

MUSCLECARD STRUCTURES

The following structures are contained in the MuscleCard Framework. These structures can

contain additional elements. The elements described here are ones which might be used by the

application. Each structure is described by the following mechanism:

Structure Name

- Description

[
TYPE ELEMENT - Description (Read Only)
TYPE ELEMENT - Description (Read/Write)

]

MSCTokenInfo *MSCLPTokenlInfo
- This structure contains information about a particular token. It is used to retrieve
information about a token and as a handle for connection and event functions.

[
MSCChar§][] tokenName - Friendlyname of the token
MSCChar§][] slotName - Friendlyname of the slot
MSCULong32 tokenState - Bimask state of the token

‘ David Corcoran <corcoran@linuxnet.com> Tommaso Cucinotta <cucinotta@sssup.it>




MUSCLECARD APPLICATION PROGRAMMING INTERFACE 6

MSCTokenConnection, *“MSCLPTokenConnection
- This structure is used as a handle to all functions after a connection is made

to a token.
[
MSCUChar8 pMac - MAC cryptogram used for secure comm (RFU)
MSCULong32 macSize - Size of the cryptogram
MSCTokenlInfo tokenInfo - Token information for a particular connection

]

MSCStatusInfo, *“MSCLPStatusInfo
- This structure is returned from MSCGetStatus which contains status information
about the token. Capability information should be requested using

MSCGetCapabilities.

[
MSCUShort16 appVersion - Application protocol version number
MSCUShort16 swVersion - Software version number
MSCULong32 freeMemory - Amount of free memory available
MSCULong32 totalMemory - Total memory available
MSCUChar8 usedPINs - Number of PINs used
MSCUChar8 usedKeys - Number of Keys used
MSCUShort16 loggedID - Bitmask of logged in identities

]

MSCKeyACL, *MSCLPKeyACL
- This structure contains a list of bitmasks used for an Access Control List (ACL)
for a particular key. The bitmask will be a bitwise OR of the pre-defined AUT

privileges.
[
MSCUShort16 readPermission - Bitmask of AUT’s needed to read key
MSCUShort16 writePermission - Bitmask of AUT’s needed to write key
MSCUShort16 usePermission - Bitmask of AUT’s needed to use key

|

MSCObjectACL, *“MSCLPObjectACL
- This structure contains a list of bitmasks used for an Access Control List (ACL)
for a particular object. The bitmask will be a bitwise OR of the pre-defined AUT

privileges.
[
MSCUShort16 readPermission - Bitmask of AUT’s needed to read object
MSCUShort16 writePermission - Bitmask of AUT’s needed to write object
MSCUShort16 deletePermission - Bitmask of AUT’s needed to delete object
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MSCKeyPolicy, *MSCLPKeyPolicy
- This structure is used to both describe a key usage policy for a key.

[
MSCUShort16 cipherMode - Bitmask of usage modes for policy

MSCUShort16 cipherDirection - Bitmask of direction modes for policy
]

MSCKeylInfo, *“MSCLPKeylInfo
- This structure is used to describe the properties associated with a key.

[

MSCUChar8 keyNum - Key number used for identification of key
MSCUChar8 keyType - Type of key, algorithm/type
MSCUShort16 keySize - Size of the key in bits

MSCKeyPolicy keyPolicy - Usage policy of the key

MSCKeyACL keyACL - ACL used with this key

]

MSCODbjectInfo, *“MSCLPODbjectInfo
- This structure is used to describe the properties associated with an object.
[
MSCChar§|[] objectID - Name used for object
MSCULong32 objectSize - Size of the object
MSCObjectACL objectACL - ACL used with this object

]

MSCGenKeyParams, *“MSCLPGenKeyParams
- This structure is used to set the parameters for on board key generation

[

MSCUChar8 algoType - Algorithm type

MSCUShort16 keySize - Key size in bits

MSCKeyACL privateKeyACL - Private key ACL
MSCKeyACL publicKeyACL - Public key ACL
MSCKeyPolicy privateKeyPolicy - Private key usage policy
MSCKeyPolicy publicKeyPolicy - Public key usage policy
MSCUChar8 keyGenOptions - Options bitmask for generation
MSCPUChar8 pOptParams - Reserved, set to NULL
MSCULong32 optParamsSize- Reserved, set to ZERO
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MSCCryptlnit, *“MSCLPCryptlnit
- This structure is used to set the parameters for MSCComputeCrypt

[

MSCUChar8 keyNum - Key number
MSCUChar8 cipherMode - Cipher mode
MSCUChar8 cipherDirection - Cipher direction
MSCPUChar8 optParams - Reserved, set to NULL
MSCUShort16 optParamsSize- Reserved, set to ZERO

MUSCLECARD AUTHENTICATION TYPES

MuscleCard allows objects and keys to be protected through the use of it’s Access Control List
(ACL). This list determines whether an application can perform a particular operation upon a key
or object. Some operations might require no authentication to perform such as the reading of an
object. Other operations such as the usage of a private key might require the authentication of

a PIN to perform a signature function. The following is a list of pre-defined AUT’s which may
be used in the ACL.

MSC AUT NONE - The operation is never allowed

MSC _AUT ALL - The operation is always allowed

MSC _AUT PIN 0 - The operation is allowed after PIN 0 verification
MSC_AUT PIN 1 - The operation is allowed after PIN 1 verification
MSC _AUT PIN 2 - The operation is allowed after PIN 2 verification
MSC _AUT PIN 3 - The operation is allowed after PIN 3 verification
MSC AUT PIN 4 - The operation is allowed after PIN 4 verification
MSC AUT KEY 0 - The operation is allowed after KEY 0 authentication
MSC AUT KEY 1 - The operation is allowed after KEY 1 authentication
MSC AUT KEY 2 - The operation is allowed after KEY 2 authentication
MSC AUT KEY 3 - The operation is allowed after KEY 3 authentication
MSC AUT KEY 4 - The operation is allowed after KEY 4 authentication
MSC AUT KEY 5 - The operation is allowed after KEY 5 authentication

The following are reserved AUT’s used either for vendor specific capabilities or for future
applet versions which support biometric pattern matching

MSC AUT USR 0 - The operation is allowed after USR 0 authentication
MSC AUT USR 1 - The operation is allowed after USR 1 authentication
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MUSCLECARD TOKENS/SLOTS

Tokens can include any type of: smartcard, usb adaptor, pcmcia card, or generic cryptographic
token in general. Slots are what contain the token. For example a smartcard reader would be a slot
and the card itself would be the token. MuscleCard Framework provides a means for supporting
tokens by a pluggable architecture. When an application uses MSCListTokens, the framework
determines if the token is supported on the system. Tokens and slots both have names. A slot may
not have a token in it, when this occurs the token name is: “Token Removed”. A slot which has a
token which is unrecognized will have the token name: “Token Unknown”.

MUSCLECARD OBJECTS

MuscleCard objects are merely containers in which an application can store and retrieve data.
These containers are fully generic in that they have not types nor format methods associated with
them. This was done to allow a further specification to be written which addresses data formats,
object id’s, etc. The goal was to have a clear separation of the interface and the data format.

Objects are fairly simple in design. Each object has a name or id which consists of 2 to 64
characters identifying it. Since the object id size is dependant on the token there is a tag in
MSCGetCapabilities which returns the maximum object size for a token. An object also has a
fixed size which is denoted at object creation. Each object also contains an ACL (Access Control
List) which specifies what authentications are needed to read, write, and delete the object.

MUSCLECARD KEYS

Keys are identified by a number which can range from 0 to 15. Each key has specific properties
such as key type, key size (in bits). Each key has both a key policy and an ACL associated with it.
The key policy denotes how the key may be used, such as for signing only. The ACL specifies
what authentications are needed to read, write, and use the key.

MUSCLECARD PINS

PINs are identified by a number which can range from 0 to 8. Each token will have a minimum
and maximum size of a pin which can be retrieved using MSCGetCapabilities. PINs may also
have a general pin policy which affects the entire token application. These policies might include
pin strength, such as character sets, history checking, and case sensitivity.

MUSCLECARD MULTI-APPLICATION BEHAVIOR

Successful applications which use the MuscleCard Framework will allow them to be used in a
multi-application environment where multiple applications would like to make use of the token and
framework. To help provide this capability, MuscleCard framework has methods for both sharing
the token, gaining exclusive access, and determining when the token has changed state such as after
a reset.
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Sharing

Applications may choose not to share the token which they connect to. This can be done in the
MSCEstablishConnection function by using the MSC_SHARE EXCLUSIVE tag for the share
mode. Connection exclusivity can only be done if there is no other connection made to that token.
If an application would like to share the token, but gain exclusive access to it when needed, it can
use the MSC_SHARE SHARED tag in MSCEstablishConnection. It may request to lock the token
temporarily by calling MSCBeginTransaction and then release the lock by calling
MSCEndTransaction.

Tracking Token State

MuscleCard Framework was designed to have a fairly simple state mechanism to ease the
development of applications. A token may be either reset, authenticated, or moved. In traditional
file system like tokens, the position of the file pointer must be considered a state. In MuscleCard it
is up to the plugin to either maintain that state or to assume reset state with regards to the file
pointer position at each transaction. MuscleCard applications do not worry about any other states
besides: reset, authenticated, and removed.

The reset state occurs when application A shares a connection to a token with application B.
Application A begins a transaction, verifies a pin, and then ends the transaction — resetting the
token. MuscleCard will automatically re-establish all connections to the token automatically to
a reset token.

The moved state occurs when the token is removed. Even if the token is removed and re-inserted it
is still considered in the moved state. Once a token is in the moved state, any functions which use
the token will return MSC_TOKEN REMOVED. The application must then use
MSCReleaseConnection to release the token, call MSCListTokens to refresh it’s record of tokens
on the system, and then MSCEstablishConnection to re-establish connection.

Applications may check to see if a state change has occurred by using one of the following
helper functions:

MSCIsTokenChanged(LPTokenConnection pConnection)
-returns 1 if the token is either moved or reset. returns O otherwise.

MSClIsTokenMoved(LPTokenConnection pConnection)
-returns 1 if the token is in moved state. returns 0 otherwise.

MSCIsTokenReset(LPTokenConnection pConnection)
-returns 1 if the token is in reset state. returns 0 otherwise.

MSCClearReset(LPTokenConnection pConnection)
-clears the reset state. (application acknowledges the token was reset)
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NAVE
MSCLi st Tokens — Lists tokens avail able on the system

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCLi st Tokens(

MBCULoNng32 | i st Scope,
MSCLPTokenl nf o t okenArray,
MBSCPULong32 arraylLength
);
PARAVETERS
i st Scope Scope of the desired listing
t okenArray Array of MSCTokenlnfo structures returned
arraylLength Nunber of structures in tokenArray
DESCRI PTI ON

This function returns the tokens avail able on a system arraylLength

is an INOUT variable. On INit specifies the nunber of array structures
all ocated by the application. On QUT it specifies the actual nunber of
structures returned. |If either tokenArray or arraylLength are NULL the
function returns the nunmber of structures in the array.

| i st Scope specifies the scope of return and can be one of the foll ow ng:

MBC LI ST_KNOMN Li st only tokens supported
MSC LI ST_ALL Li st all tokens whether supported or not
MSC LI ST_SLOTS Li st every slot even if no token is inserted

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCLPTokenl nf o tokenLi st;
M5CTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 0;

rv = MSCLi st Tokens( MSC_LI ST_KNOM, NULL, &l istSize );

if (rv == MSC_SUCCESS)
t okenLi st = (MSCLPTokenl nf o) mal | oc(si zeof (M5CTokenl nfo) *1istSize);
rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
if ( rv == MSC_SUCCESS ) {

printf(“Token name : %\n”, tokenList[O0].tokenNane);
printf(“Slot nane . %\n”, tokenList[0].slotNane);
}
}
SEE ALSO

MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransacti on, MSCWit For TokenEvent
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NAVE

MSCEst abl i shConnecti on — Establishes a connection to a token/sl ot

SYNOPS| S
#i ncl ude <nuscl ecard. h>

MBCEst abl i shConnect i on(

MSCLPTokenl nf o t okenSt ruct,
MSCULong32 shari nghbde,
MBSCPUChar 8 appl i cat i onNane,
MBCULong32 naneSi ze,
MSCLPTokenConnect i on pConnecti on
)
PARAVETERS
t okenSt r uct Pointer to structure returned by MSCLi st Tokens
shari nghbde Determnes if the token is shared
appl i cat i onName Application or applet ID
naneSi ze Length of the applicati onNane
pConnecti on Handl e for this connection
DESCRI PTI ON

This function establishes a connection to a particular token which was
returned by MSCLi st Tokens. applicationNane can be an Applet ID (AID or
it and naneSi ze can be set to NULL, indicating the default Application
shoul d be used. pConnection is returned as a handle to all follow ng
functi ons.

shari ngMode is one of the follow ng val ues:

MSC_SHARE SHARED Allow this token to be shared
MSC_SHARE EXCLUSI VE Do not allow sharing of this token
MSC_SHARE DI RECT Connect directly to the reader (shared)

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES

MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MBCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)
{

}
}

SEE ALSO
MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransacti on, MSCWit For TokenEvent
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NAMVE
MSCRel easeConnecti on — Rel eases a previous connection

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCRel easeConnect i on(

MSCLPTokenConnect i on pConnecti on,
MSCULong32 endAct i on
)
PARAVETERS
pConnecti on Handl e to a previously connected session
endActi on Action to be performed on token
DESCRI PTI ON

This function rel eases a previous connection made by calling
MSCEst abl i shConnecti on.

endAction performs one of the followi ng actions on the token:

MSC_LEAVE TOKEN Do nothing to the token
MSC RESET TOKEN Reset the token
MSC _EJECT TOKEN Physically eject the token

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCRel easeConnecti on( & Connecti on, MSC LEAVE TCKEN) ;
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransacti on, MSCWit For TokenEvent
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NANME
MBCWAI t For TokenEvent — Waits for a token event

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCWai t For TokenEvent (

MBSCLPTokenl nf o t okenArray,
MSCULong32 arraysSi ze,
MSCULong32 ti meout Val ue
)
PARAVETERS
t okenArray Array of token structures
arraySi ze Nunber of token structure in array
ti meout Val ue Ti meout value in mlliseconds
DESCRI PTI ON
This function waits (blocks) for an event to occur on a particul ar token
or tokens. The application may either specify which events it is

interested in or it may choose to block for any event. Typical events
woul d include the insertion or renoval of a token into a particular slot.
A newy inserted token would update the friendl ynane of the token if it

is identified. |If you set tokenState to zero, this will return on any
new event which occurs to the tokenArray itens. MSC NO TIMEQUT will bl ock
forever.

tokenState in tokenArray is a bitmask of the foll ow ng:

VMSC_STATE UNAWARE Return imrediately with the state
VMBSC_STATE_CHANGED A change in state has occurred
MSC_STATE_UNKNOMN The state of this token/slot is unknown
MSC_STATE_UNAVAI LABLE A token/ sl ot has becone unavail abl e
MSC_STATE EMPTY A token was renoved fromthe sl ot
MSC_STATE PRESENT A token was inserted into the slot
MBSC_STATE _EXCLUSI VE The token is in exclusive node
MSC_STATE | NUSE The token al ready has a connection
MSC_STATE _MUTE The token is unresponsive

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );

tokenLi st[0].tokenState = MSC_STATE EMPTY; // wait for insertion

rv = MSCWi t For TokenEvent ( & okenList[0], listSize, MSC NO TI MEQUT );

rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );

SEE ALSO
IMBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransacti on, MSCCancel Event Wi t
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NAMVE
MSCCancel Event WAit — Cancel s a pendi ng MSCWai t For TokenEvent

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCCancel Event Wi t (

voi d
)
PARAVETERS
DESCRI PTI ON
This function cancels all pending bl ocks for events in the function
MBCWai t For TokenEvent. Each function will return imrediately with the

val ue MSC_CANCELLED.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MSC RV rv; MSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MBC_SUCCESS) {

Start new thread and start functi on MSCWi t For TokenEvent

rv = MSCCancel Event Vi t ();
if (rv == MBC_SUCCESS)

/1 The blocking function will return

}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTr ansacti on, MSCEndTransacti on, MSCWit For TokenEvent
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NANVE

MSCCal | backFor TokenEvent — Register a callback for token events

SYNOPS| S
#i ncl ude <nuscl ecard. h>

MBCCal | backFor TokenEvent (

MSCLPTokenl nf o t okenArray,
MBCULong32 arraysSi ze,
MSCCal | Back cal | Back,
VMBCPVoi d32 appDat a
);
PARAVETERS
t okenArr ay Array of token structures
arraySi ze Nunber of token structure in array
cal | Back Cal | back function
appDat a Application data passed to the call back
DESCRI PTI ON

This function spawns a thread which waits for events to occur to a

token or list of tokens specified by tokenArray. Wen an event occurs,
the function registered (callBack) will be called fromthe thread which
will pass the application data along with the tokenArray with updated
state structures so the application can determ ne which state has changed.

tokenState in tokenArray should be set to zero (0).

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES

MBCULong32 mnycCal | back( MSCLPTokenl nfo tokenLi st, MSCULong32 |istSize,
MBCPVoi d32 appData) {
printf(“l received an event\n”);

MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );

tokenList[0].tokenState = 0; // wait for any event

rv = MSCCal | backFor TokenEvent ( & okenList[0], 1, nyCall back,
NULL );

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTr ansacti on, MSCEndTransacti on, MSCCancel Event Wi t,
MSCWai t For TokenEvent, MSCCal | backCancel Event
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NAME
MSCCal | backCancel Event — Cancels a registered call back

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MSCCal | backCancel Event () ;

PARAMETERS
none

DESCRI PTI ON
This function cancels a registered call back which was previously
regi stered using MSCCal | backFor TokenEvent .

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES

MBCULong32 mycCal | back( MSCLPTokenl nf o t okenLi st, MSCULong32 listSize,
MBSCPVoi d32 appData) {
printf(“l received an event\n”);

MBCTokenl nfo tokenList[16]; [/ 16 used as exanple
MBCTokenConnecti on pConnecti on;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );

tokenList[0].tokenState = 0; // wait for any event

rv = MSCCal | backFor TokenEvent ( & okenList[0], 1, nyCall back,
NULL );

rv = MSCCal | backCancel Event () ;

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransaction, MSCCancel Event Wi t,
MSCWAi t For TokenEvent, MSCCal | backFor TokenEvent
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NAVE
MSCBegi nTransacti on — Acquires a lock for a given transaction

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCBegi nTr ansact i on(

MSCLPTokenConnect i on pConnecti on
)
PARAMETERS
pConnecti on Handl e to a previously connected session
DESCRI PTI ON

This function requests a |l ock to secure an upcom ng transaction.
| f another application holds the lock, this function will block
until the other application releases the | ock.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MBCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCBegi nTransacti on( &Connecti on);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransacti on, MSCWit For TokenEvent,
MSCCancel Event Wi t
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NAME
MSCEndTr ansacti on — Rel eases a |l ock for a given transaction

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBSCEndTr ansact i on(

MSCLPTokenConnect i on pConnecti on,
MBCULong32 endActi on
)
PARAVETERS
pConnecti on Handl e to a previously connected session
endActi on Action to be performed on token
DESCRI PTI ON

This function rel eases a | ock which was previously acquired using
MBCBegi nTr ansact i on.

endAction perforns one of the followi ng actions on the token:

MSC_LEAVE TOKEN Do nothing to the token
MSC RESET TOKEN Reset the token
MSC _EJECT TOKEN Physically eject the token

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCBegi nTransacti on( &Connecti on);
if (rv == MSC_SUCCESS)
{

rv = MBCEndTr ansacti on( &Connecti on, MSC RESET TOKEN) ;
}
}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransacti on, MSCWAit For TokenEvent,
MSCCancel Event Wi t
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NAMVE
MSCGet Status - Gets the Applet's Status Information

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCGet St at us(

MSCLPTokenConnect i on pConnecti on,
MBCLPSt at usl nf o pSt atusi nfo
)
PARAVETERS
pConnecti on Handl e to a previously connected session
pSt atusi nfo Returns the status information
DESCRI PTI ON

This function returns status information about the appl et
i ncl udi ng the appl et version, avail able nenory, and | ogged
authentication ID s.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MBCSt at usl nf o appSt at us;
M5CTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) ({
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCGet St at us(&pConnecti on, &appSt at us);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBSCBegi nTransacti on, MSCEndTransacti on
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NAMVE
MSCGet Capabilities - Gets the token's supported capabilities

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MSCGet Capabi | i ti es(

MSCLPTokenConnect i on pConnecti on,
MSCULong32 Tag,
MSCPUChar 8 Val ue,
MBCPULong32 Length
);
PARAVETERS
pConnecti on Handl e to a previously connected session
Tag Defined tag of information to retrieve
Val ue Val ue of information returned
Lengt h Length of the information returned
DESCRI PTI ON

This function returns the capabilities of the connected token. These
capabilities range from cryptographic functionality, behavior, etc.
Al listed tags and their potential values are listed at the end of
this reference.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;
MBCULong32 al goLength, al goSupported;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCGet Capabilites(&Connection, MSC _TAG SUPPORT_CRYPTQALG
( MBCPUChar 8) &l goSupported, &al goLength );
if (rv == MSC_SUCCESS)

if ( al goSupported & MSC SUPPORT_AES )
printf(“Card supports AES\n");
}

}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBSCBegi nTransacti on, MSCEndTransacti on, MSCCet St at us
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NAMVE
MSCExt endedFeat ur e — Exchanges vendor extended funtionality

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCExt endedFeat ur e(

MSCLPTokenConnect i on pConnecti on,
MSCULong32 ext Feature,
MSCPUChar 8 out Dat a,
MBSCULong32 out Lengt h,
MBSCPUChar 8 i nDat a,
M5CPULoNg32 i nLengt h
)
PARAVETERS
pConnecti on Handl e to a previously connected session
ext Feat ure Tag for extended feature
out Dat a Qut goi ng data
out Length Qut goi ng data | ength
i nDat a I ncom ng data
i nLengt h I ncom ng data | ength
DESCRI PTI ON

This function allows vendor extended functionality outside the scope
of this framework. For exanple, a vendor mght have a card that
supports self destruction. This function could send a vendor specific
conmand to the card to performthis.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOAN, tokenList, & istSize );
if (rv == MSC_SUCCESS) ({
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCExt endedFeat ure( &Connection, VEND KILL CARD, NULL, O,
NULL, NULL);

if (rv == MSC_SUCCESS)

{

}
}
}

SEE ALSO
MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransaction, MSCGet Capabilities, MSCGet Status
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NAVE

MSCCener at eKeys - Generates keys on the token

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCGener at eKeys(
MSCLPTokenConnecti on

pConnecti on,

MSCUChar 8 pr vKeyNum
MSCUChar 8 pubKeyNum
MSCLPGenKey Par ans pPar ans
);
PARAVETERS
pConnecti on Handl e to a previously connected session
pr vKeyNum Private key nunber
pubKeyNum Publ i c key nunber
pPar ans Addi ti onal generation paraneters
DESCRI PTI ON

This function uses the token's on board key generation facilities
to generate a set of public and private keys for use with public

key cryptography.

pParans is a structure containing the follow ng fields:

al goType

keySi ze

pri vat eKeyACL
publ i cKeyACL
privat eKeyPol i cy
publ i cKeyPol i cy
keyGenQpt i ons
pOpt Par ans

opt Par ansSi ze

pPar ans. al goType
MSC_GEN_ALG RSA
MSC_GEN_ALG RSA_CRT
MSC_GEN_ALG _DSA

pPar ans. keySi ze

512, 768, 1024, 2048 ..

pPar ans. pri vat eKeyACL
pPar ans. publ i cKeyACL

r eadPer m ssi on
wri t ePerm ssion
usePer m ssi on

Al gorithmtype

Si ze of keys

Private key ACL

Public key ACL

Private key usage policy
Publ i c key usage policy
Key generation options
Optional paraneters

Opti onal paraneters size

Generate an RSA keypair (nodul us/ exponent)
Generate an RSA keypair (chinese renainder)
CGenerate a DSA keypair

Bitwise 'OR wth defined ACL val ues
Bitwise '"OR wth defined ACL val ues
Bitwise '"OR wth defined ACL val ues
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pPar ans. pri vat eKeyPol i cy
pPar ans. publ i cKeyPol i cy

pPar ans. pri vat eKeyPol i cy. ci pherDirection
pPar ans. publ i cKeyPol i cy. ci pherDi recti on

MSC _KEYPOLI CY_DI R _SI GN Can be used for signing

MSC _KEYPQOLI CY_DI R _VERI FY Can be used for verification
MSC_KEYPOLI CY_DI R_ENCRYPT Can be used for encryption
MSC_KEYPOLI CY_DI R_DECRYPT Can be used for decryption

pPar ans. pri vat eKeyPol i cy. ci pher Mode
pPar ans. publ i cKeyPol i cy. ci pher Mbde

MSC_KEYPOLI CY_MODE_RSA NOPAD RSA can be used with no pad
MSC_KEYPOLI CY_MODE_RSA PAD PKCS1 RSA can be used with pkcs pad
MSC_KEYPOLI CY_MODE_DSA SHA DSA can be used with SHA

MSC_KEYPOLI CY_MODE DES CBC NOPAD DES can be used CBC nopad
MSC_KEYPOLI CY_MODE_DES ECB NOPAD DES can be used ECB nopad

pPar ans. keyGenQpt i ons
MSC_OPT_DEFAULT Use default options

pPar ans. pOpt Par ans
Reserved for future use (RFU)

pPar ans. opt Par ansSi ze
Reserved for future use (RFU)

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MBCGenKeyPar ans keyPar ans;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOM, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)
{

keyPar ans. al goType
keyPar ans. keySi ze

MSC_GEN_ALG RSA;
1024;

keyPar ans. pri vat eKeyACL. r eadPer nmi ssi on
keyPar ans. pri vat eKeyACL. wri t ePer m ssi on
keyPar ans. pri vat eKeyACL. usePer mi ssi on

MSC_AUT_NONE;
MSC_AUT_NONE:;
MSC_AUT_PI N_0;

keyPar ans. publ i cKeyACL. r eadPer mi ssi on = MSC_AUT_ANY;
keyPar ans. publ i cKeyACL. witePerm ssion = MSC AUT _PI N O;
keyPar anms. publ i cKeyACL. usePer ni ssi on = MSC_AUT_PI N_0;
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/[* Signing only key */
keyPar ans. pri vat eKeyPol i cy. ci pherDi recti on = MSC KEYPOLI CY_DI R_SI GN
keyPar ans. publ i cKeyPol i cy. ci pherDirection = 0;
keyPar ans. pri vat eKeyPol i cy. ci pher Mode = MSC_KEYPOLI CY_MODE_RSA NOPAD;
keyPar ans. publ i cKeyPol i cy. ci pher Mode = 0;
keyPar ans. keyGenOpti ons = MSC_OPT_DEFAULT;
keyPar ans. opt Par ansSi ze = 0;
rv = MsSCGener at eKeys(&pConnection, 0, 1, &keyParans);
if (rv == MSC_SUCCESS)
{
}

}
}
SEE ALSO

MSCLi st Tokens,

MBCBegi nTr ansact i on,

IVBCLi st Keys,

MSCEst abl i shConnecti on,
MSCEndTr ansact i on,
MSCExt Aut hent i cat e,

MSCRel easeConnecti on,
MSCI npor t Key, MSCExport Key,
MSCConput eCr ypt
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NAVE

MSCI nport Key - Inport an externally generated key

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCI mpor t Key(
MSCLPTokenConnect i on pConnecti on,

MSCUChar 8 keyNum
MSCLPKey ACL pKeyACL,
MBSCPUChar 8 pKeyBl ob,
MBCULoNng32 keyBl obSi ze,
MBSCLPKeyPol i cy keyPol i cy,
MBCPVoi d32 pAddPar ans,
MSCUChar 8 addPar ansSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
keyNum Key nunmber to store key
pKeyACL Key Access Control List (ACL)
pKeyBI ob Key data formatted in KeyBl ob format
keyBl obSi ze Si ze of pKeyBl ob
keyPol i cy Key usage policy
pAddPar ans Addi ti onal paraneters
addPar ansSi ze Si ze of Additional paraneters
DESCRI PTI ON

This function takes an externally created key and inports it to the

card to be used by the card. The key nust be formatted in the specified
KeyBl ob format. Currently additional parameters and their size are not
used and shoul d be set to zero.

Not e: KeyBlob formatting can be found in the MJUSCLE Cryptographic Card
Edge Definition Section 2.2.

Not e: MSCKeyPolicy details can be found in MSCGener at eKeys.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MBSCPUChar 8 myKeyBl ob;
MBCULong32 myKeyBl obSi ze;
MBCKeyACL i npACL;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)
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{
i MpACL. readPermi ssion = MSC AUT_ALL;
i MPACL. wri tePerm ssion = MSC_AUT_NONE;
i MpACL. usePer ni ssi on = MSC AUT_PIN 0O;
/[* This following function is for denmo only */
nyKeyBl obSi ze = get MyRSAKeyBIl ob( myKeyBI ob) ;
rv = MSCl nport Key(&pConnection, 1, & npACL, nyKeyBl ob,

nyKeyBl obSi ze, 0, 0);

if (rv == MSC_SUCCESS)
{
}

}

}
SEE ALSO

MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTr ansacti on, MSCEndTransaction, MSCl nportKey, MSCExport Key,
MBCLi st Keys, MSCExt Aut henti cate, MSCComput eCrypt
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NAME
MSCExport Key - Export a card key

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MSCExpor t Key(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 keyNum
MBSCPUChar 8 pKeyBl ob,
MBSCPULong32 keyBl obSi ze,
MBCPVoi d32 pAddPar ars,
MSCUChar 8 addPar ansSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
keyNum Key number to retrieve key
pKeyBl ob Key data formatted in KeyBl ob format
keyBl obSi ze Si ze of exported pKeyBl ob
pAddPar ans Addi ti onal paraneters
addPar ansSi ze Si ze of Additional paraneters
DESCRI PTI ON

This function takes an internal key and exports it to the host to be
used by a host application. The key will be formatted in the specified
KeyBl ob format. Currently additional parameters and their size are not
used and shoul d be set to zero.

Not e: KeyBlob formatting can be found in the MJUSCLE Cryptographic Card
Edge Definition Section 2.2.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MBSCUChar 8 nyKeyBIl ob[ 1000] ;
MSCULong32 nyKeyBl obSi ze;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MBC_SUCCESS) {
nyKeyBl obSi ze = si zeof (nyKeyBl ob) ;
rv = MSCExport Key(&pConnection, 1, myKeyBl ob,
&y KeyBl obSi ze, 0, 0);
}

}

SEE ALSO
MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransaction, MSCl nportKey, MSCExport Key,
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MBCLi st Keys, MSCExt Aut henti cate, MSCComput eCrypt
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NAMVE
MSCConput eCrypt - Execute a cryptographic function on the card

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCConput eCr ypt (

MSCLPTokenConnect i on pConnecti on,
MSCLPCr ypt | ni t cryptlnit,
MBSCPUChar 8 pl nput Dat a,
MBSCULong32 i nput Dat aSi ze,
MBCPUChar 8 pCQut put Dat a,
MSCPULong32 out put Dat aSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
cryptlnit Structure which contains key/crypto options
pl nput Dat a I nput data to the function
i nput Dat aSi ze Si ze of | nput Data
pCut put Dat a Qut put data fromthe function
out put Dat aSi ze Size of CQutput Data
DESCRI PTI ON

This function uses an internal key and perforns a cryptographic
operation with it. Data is fed into the function through plnputData
and data comes out in pQutputData. This function is responsible for
digital signatures, encryptions, and decryptions with all types of
supported keys.

Note: Setting all MsSCKeyPolicy fields to zero will result in no key
policy for that particular key. In many instances the service provider
does not support key policies — use MSCGet Capabilities to see if any of
the capabilities are supported.

cryptlnit is a structure containing the follow ng fields:

keyNum Key nunber to use

ci pher Mode Mode of the cipher

ci pherDirection Direction of the cipher
opt Par ans Optional paraneters

opt Par ansSi ze Opti onal parameters size

cryptlnit.keyNum
Any avai |l abl e key numnber

cryptlnit.cipherMde

MSC_MODE_RSA NOPAD Use RSA and don't pad

MSC_MODE_DSA_SHA Use DSA with SHA

MSC_MODE_DES CBC_NOPAD Use DES in CBC node

M5C_MODE_DES ECB_NOPAD Use DES in ECB node
cryptlnit.cipherDirection

MSC DI R _SI GN Perform a signing operation

MSC DI R_VERI FY Verify a signature

MSC DI R_ENCRYPT Encrypt the data
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MSC DI R_DECRYPT Decrypt the data

cryptlnit.optParans
Optional paraneters (RFU)

cryptlnit.optParansSi ze
Optional parameters size (RFU)

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBSCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MBCCryptlnit nyCrypt;
MBSCUChar 8 i nDat a[ 512], out Data[512];
MSCULong32 out Si ze;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)
{

nyCrypt . keyNum = 1;

nyCrypt. ci pher Mode = MSC_MODE_RSA NO PAD;
nyCrypt.cipherDirection = MSC DI R _SI G\

myCr ypt . opt Par ans = 0;

nyCrypt. opt Par ansSi ze = 0;

rv = MSCConput eCrypt (&pConnection, &yCrypt, inData,

si zeof (i nData), outData, &outSize);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTr ansacti on, MSCEndTransacti on, MSCl nportKey, MSCExport Key,
MBCLi st Keys, MSCExt Aut henti cate, MSCComput eCrypt

David Corcoran <corcoran@linuxnet.com> Tommaso Cucinotta <cucinotta@sssup.it>




MUSCLECARD APPLICATION PROGRAMMING INTERFACE 32

NANME
MBCEXxt Aut henti cate - Authenticate the host to the card.

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCExt Aut hent i cat e(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 keyNum
MSCUChar 8 ci pher Mode,
MBSCUChar 8 ci pherDirecti on,
MBSCPUChar 8 pDat a,
MBSCULong32 dat aSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
keyNum Key number for operation
ci pher Mode C pher nbde to use
ci pherDirection Direction of the cipher
pDat a Data presented to the card
dat aSi ze Si ze of pData
DESCRI PTI ON

This function authenticates the host to the card. Wen the host calls
a GetChallenge it can present this value back to the card ciphered with
a particular key. The card will use an internal key to deci pher the

data presented to the card and determni ne whether the host is validated.

ci pher Mode
MSC_MODE_RSA NO PAD Use RSA and don't pad
MSC_MODE_DSA SHA Use DSA with SHA
MSC_MODE_DES CBC_NOPAD Use DES in CBC node
MSC_MODE _DES ECB NOPAD Use DES in ECB node

ci pherDirection
MSC DI R_SI GN Perform a signing operation
M5C_ DI R_VERI FY Verify a signature
MSC DI R_ENCRYPT Encrypt the data
MSC DI R_DECRYPT Decrypt the data

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MBCCryptlnit nyCrypt;
MBCUChar 8 seedDat a[ 20], randonDat a[ 20] ;
MSCUChar 8 ci pher Dat a[ 20] ;
MSCULong32 out Si ze;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MBC_SUCCESS) {
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rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );

if (rv == MSC_SUCCESS)

{

MBCGet Chal | enge( pConnection, seedData, 0, randomData, 8 );

[* The followi ng function is for demo only */

rv = des_cbc_encrypt (randonDat a, ci pherData);

rv = MBSCExt Aut henti cat e( &Connection, 1, MODE DES ECB NOPAD,
MSC_DI R_ENCRYPT, ci pherData, 8);

if (rv == MSC_SUCCESS)

}
}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransaction, MSCl nportKey, MSCExport Key,
MBCLi st Keys, MSCExt Aut henti cate, MSCConputeCrypt, MSCGet Chal |l enge
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NAME
MSCGet KeyAttri butes - Gets a key's attributes

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCGet (hj ect Attri but es(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 keyNunber,
MSCLPKeyl nf o pKeyl nfo
)
PARAVETERS
pConnecti on Handl e to a previously connected session
keyNunber Nunber of the key to find
pKeyl nfo Structure holding key information
DESCRI PTI ON

This function returns information about a particul ar key including
its type, size, policy, and Access Control List (ACL).

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MBCKeyl nf o keyl nf o;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCGet KeyAttributes(&Connection, 1, &eylnfo);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTransacti on, MSCEndTransaction, MSCl nportKey, MSCExport Key,
MBCLi st Keys, MSCExt Aut henti cate, MSCConputeCrypt, MSCGet Chal |l enge
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NAVE

MSCLi st Keys - Lists the currently avail able keys

SYNCPSI S
#i ncl ude <muscl ecard. h>
MBCLi st Keys(
MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 seqOpti on,
MSCLPKeyl nf o pKeyl nfo
)
PARAVETERS
pConnecti on Handl e to a previously connected session
seqOpti on Sequence option
pKeyl nfo Ret urned key infornmation
DESCRI PTI ON
This function returns structures of keys that are avail able on the card
Each tinme this function is called it will return the next key structure

inthe list until MSC SEQUENCE END is returned. At anytine seqOption can
be decl ared as MSC SEQUENCE RESET to return to the beginning of the list.

seqOpti on:
MSC_SEQUENCE RESET Get the first itemin the |ist
MBSC_SEQUENCE NEXT Get the next itemin the list
pKeylnfo is a structure containing the follow ng fields:
keyNum Key nunber
keyType Type of key
keySi ze Si ze of key
keyPol i cy Key usage policy
keyACL Access Control List (ACL) of key

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSCKeyl nf o keyData; MSC RV rv; MsSCULong32 |istSize = 16;

rv
rv

MBCLi st Tokens( MSC LI ST_KNOM, tokenList, & istSize );
MBCEst abl i shConnecti on( &t okenLi st[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
rv = MSCLi st Keys(&Connecti on, MSC SEQUENCE RESET, &keyData);
do {
rv = MSCLi st Keys(&Connection, MSC SEQUENCE NEXT, &keyData);
} while ( rv == MSC_SUCCESS ) ;

SEE ALSO
MBCl por t Key, MSCExport Key, MSCLi st Keys, MSCExt Aut henti cat e,
MSCConput eCr ypt
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NANME
MSCCreatePIN - Create a PIN

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCCr eat ePl N(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 pi NNum
MSCUChar 8 pi nAtt enpt s,
MSCPUChar 8 pPi nCode,
MBCULoNng32 pi nCodeSi ze,
MBSCPUChar 8 pUnbl ockCode,
MSCUChar 8 unbl ockCodeSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
pi NNum Nunber to identify PIN (1-7)
pi nAttenpts Nunber of bad tries until PIN bl ocks
pPi nCode The PI N code
pi nCodeSi ze Size of PIN code
pUnbl ockCode The Unbl ock code
unbl ockCodeSi ze Si ze of Unbl ock code
DESCRI PTI ON

This function creates a PIN on the card which can be used when
aut henticating to object, keys, and other functions. The PIN
has an associ ated Unblock PIN in case the PIN is blocked from
bad entries.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MSCUChar 8 pi nCode[] = “00000000";
MSCUChar 8 unbCode[] = “11111111";
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MBC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS) {
rv = MSCCreat ePl N( &Connection, 1, 5, pinCode, strlen(pinCode),
unbCode, strlen(unbCode));

SEE ALSO
MBCCr eat ePI N, MSCChangePl N, MsCUnbl ockPI N, MSCLi st PI Ns

David Corcoran <corcoran@linuxnet.com> Tommaso Cucinotta <cucinotta@sssup.it>




MUSCLECARD APPLICATION PROGRAMMING INTERFACE 37

NAME
MSCVeri fyPIN - Verify a PIN

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCVer i fyPl N

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 pi NNum
MBSCPUChar 8 pPi nCode,
MSCULong32 pi nCodeSi ze
);
PARAVETERS
pConnecti on Handl e to a previously connected session
pi NNum PIN identifier
pPi nCode PIN code to verify
pi nCodeSi ze Size of PIN code
DESCRI PTI ON

This function verifies a PINin order to gain authentication
privel edges to performa particular function.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MBSCTokenConnecti on pConnecti on;
MSCUChar 8 pi nCode[] = “00000000";
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MsSCVerifyPl N(&Connection, 1, pinCode, 8);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCCr eat ePI N, MSCChangePI N, MsCUnbl ockPI N, MSCLi st PI Ns

David Corcoran <corcoran@linuxnet.com> Tommaso Cucinotta <cucinotta@sssup.it>




MUSCLECARD APPLICATION PROGRAMMING INTERFACE 38

NAMVE
MSCChangePI N - Change an existing PIN

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCChangePl N(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 pi NNum
MBSCPUChar 8 pd dPi nCode,
MSCUChar 8 ol dPi nCodeSi ze,
MBCPUChar 8 pNewPi nCode,
MSCUChar 8 newPi nCodeSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
pi NNum PIN identifier
pd dPi nCode The old PIN code
ol dPi nCodeSi ze Size of old PIN
pNewPi nCode The new PI N code
newPi nCodeSi ze Size of new PIN
DESCRI PTI ON

Thi s function changes an existing PIN on the card which can be
used when authenticating to object, keys, and other functions.
The new PIN repl aces the old PIN.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSCUChar 8 pi nCode[] = “00000000";
MSCUChar 8 newCode[] = “11111111";
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MBCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS) {
rv = MsSCChangePl N( &pConnection, 1, pinCode, 8, newCode, 8);
if (rv == MBC_SUCCESS) {

}
}
}

SEE ALSO
MBCCr eat ePI N, MSCChangePI N, MsCUnbl ockPI N, MSCLi st PI Ns
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NAME
MSCUnbl ockPI' N - Unbl ocked a previously bl ocked PIN

SYNOPS| S
#i ncl ude <nuscl ecard. h>

MSCUnbl ock Pl N(

MSCLPTokenConnecti on pConnecti on,
MSCUChar 8 pi NNum
MSCPUChar 8 pUnbl ockCode,
MBCULong32 unbl ockCodeSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
pi NNum PIN identifier
pUnbl ockCode Unbl ock code to verify
unbl ockCodeSi ze Si ze of Unbl ock code
DESCRI PTI ON
This function unbl ocks a previously blocked PIN identified by pi nNum
Upon success of this function the PINw Il no | onger be bl ocked and
wWill reset it's nunber of attenpts.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBSCTokenl nfo tokenList[16]; [// 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSCUChar 8 unbCode[] = “00000000";
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS)
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCUnbl ockPl N( & Connecti on, 1, unbCode, 8);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCCr eat ePI N, MSCChangePI N, MsCUnbl ockPI N, MSCLi st Pl Ns
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NAVE

MSCLi st PINs - List the currently avail able PINs

SYNCPSI S
#i ncl ude <muscl ecard. h>
MBCLi st PI Ns(
MSCLPTokenConnect i on pConnecti on,
MBCPUShor t 16 pPi nBi t Mask
)
PARAVETERS
pConnecti on Handl e to a previously connected session
pPi nBi t Mask Bi t mask of currently avail able PINS
DESCRI PTI ON

This function returns a bitmask of the currently avail abl e PI Ns.
For exanple a bitmask of 0x0003 woul d denote the existance of
PINs 1 and 2.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
M5CTokenConnecti on pConnecti on;
MBSCUShort 16 pi nMask;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) ({
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCLi st Pl Ns(&pConnecti on, &pi nMask);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCCr eat ePI N, MSCChangePl N, MsCUnbl ockPI N, MSCLi st Pl Ns
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NAME
MSCCr eat eCbj ect - Creates an object on the card

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCCr eat ebj ect (

MSCLPTokenConnect i on pConnecti on,
MSCSt ri ng obj ect | D,
MSCULong32 obj ect Si ze,
MBCLPOhj ect ACL pChj ect ACL
);
PARAVETERS
pConnecti on Handl e to a previously connected session
obj ectI D Nanme for the object
obj ect Si ze 16 bit size of the object
pObj ect ACL Access Control List (ACL) of the object
DESCRI PTI ON

This function creates an enpty object on the smartcard of variable size
with a string identifier denoted by objectlID. The object can then be
read and witten to to store and retrieve data.

pChj ect ACL
readPer mi ssi on Bitwise '"OR wth defined ACL val ues
writePerm ssion Bitwise '"OR with defined ACL val ues

del et ePer m ssi on Bitwise 'OR wth defined ACL val ues

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MBCOhj ect ACL nyACL;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
if (rv == MSC_SUCCESS) ({
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS) ({

nmyACL. r eadPer ni ssi on = MSC_AUT_ANY;
nyACL. wri t ePermi ssion = MSC AUT_ANY;
nyACL. del et ePer mi ssi on = MSC_AUT_NONE;

rv = MSCCreat ehj ect (& Connection, “cl”, 500, &yACL);
}
}

SEE ALSO
MBCCr eat ehj ect, MSCDel et eCbj ect, MSCWiteObject, MSCReadObject,
MBCLi st Obj ects, MSCGet Obj ect Attributes, MSCReadAl | ocat eObj ect
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NAME
MSCDel et eCbj ect - Del etes an object on the card

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCDel et ehj ect (

MSCLPTokenConnect i on pConnecti on,
MSCSt ri ng obj ect | D,
MSCUChar 8 zer oFl ag
);
PARAVETERS
pConnecti on Handl e to a previously connected session
obj ectI D Nane for the object
zer oFl ag Flag to denote zeroing the object
DESCRI PTI ON

This function deletes an object identified by objectID that is |ocated
on the card. The zeroFlag is provided to overwite the object with
zer os upon del etion.

zer oFl ag
MSC ZF DEFAULT Leave object data as is
MSC ZF WRI TE ZERO Wite zeros to object

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBSCTokenl nfo tokenList[16]; [// 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MBSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MsSCDel et ethj ect (&pConnection, “cl”, MSC ZF DEFAULT);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCCr eat ehj ect, MSCDel et eChj ect, MSCWiteChject, MSCReadObject,
MBCLi st Obj ects, MSCGet Cbj ect Attri butes, MSCReadAl | ocat eObj ect
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NAME
MSCWiteCObject - Wites data to an object on the card

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCW i t eObj ect (

MSCLPTokenConnect i on pConnecti on,
MSCSt ri ng obj ect | D,
MSCULong32 of f set,
MBCPUChar 8 pl nput Dat a,
MBCULoNng32 dat aSi ze,
LPRVWEvent Cal | back rwCal | back,
MBSCPVoi d32 addPar ans
)
PARAMVETERS
pConnecti on Handl e to a previously connected session
obj ectI D Nane for the object
of f set Ofset to wite data
pl nput Dat a Data to wite
dat aSi ze Amount of data to wite
rwCal | back Cal | back function (optional)
addPar ans Addi tional paraneters for call back (optional)
DESCRI PTI ON

This function wites to an object specified by objectID. The calling
application nust have conpl eted all necessary authentications before
calling this function. This function allows the application to wite

any anmount of data with an optional callback function. Both the callback
function and additional paranmeters may be NULL if not needed.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MsCUChar 8 nyData[] = {1,2,3,4,5,6,7, 8};
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MBC_SUCCESS) {
rv = MSCWiteObject (& Connection, “cl”, 0, nyData, 8);
if (rv == MBC_SUCCESS) {

}
}
}

SEE ALSO
MBCCr eat ehj ect, MSCDel et eCbj ect, MSCWiteObject, MSCReadObject,
MBCLi st Cbj ects, MSCGet Obj ect Attri butes, MSCReadAl |l ocat eObj ect
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NAME
MSCRead(bj ect - Reads data from an object on the card

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MSCReadbj ect (

MSCLPTokenConnect i on pConnecti on,
MSCSt ri ng obj ect | D,
MSCULong32 of f set,
MBSCPUChar 8 pCut put Dat a,
MBCULoNng32 dat aSi ze
LPRVWEvent Cal | back rwCal | back,
MBCPVoi d32 addPar ans
)
PARAVETERS
pConnecti on Handl e to a previously connected session
obj ectI D Nane for the object
of f set Ofset to read data
pl nput Dat a Data read
dat aSi ze Size of data to be read
rwCal | back Cal | back function (optional)
addPar ans Addi tional paraneters for call back (optional)
DESCRI PTI ON

This function reads an object specified by objectID. The calling
application nust have conpl eted all necessary authentications before
calling this function. This function allows the application to read

any anmount of data with an optional callback function. Both the callback
function and additional paranmeters may be NULL if not needed.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MSCUChar 8 nyDat a[ 8] ;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MBC_SUCCESS) {
rv = MSCReadObj ect (&Connection, “cl”, 0, myData, 8);
if (rv == MBC_SUCCESS) {

}
}
}

SEE ALSO
MBCCr eat ehj ect, MSCDel et eCbj ect, MSCWiteObject, MSCReadObject,
MBCLi st Obj ects, MSCGet Obj ect Attri butes, MSCReadAl | ocat eObj ect
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NAME
MSCReadAl | ocat eQbj ec

SYNOPSI S
#i ncl ude <muscl ecard. h

MBCReadAl | ocat e(bj ect (
MBSCLPTokenConnect i on

t - Reads and allocates array to fill read

>

pConnecti on,

MSCSt ri ng obj ect | D,
MBSCPUChar 8 *pQut put Dat a,
MBCPULong32 dat aSi ze
LPRVWEvent Cal | back rwCal | back,
MSCPVoi d32 addPar ans
)
PARAVETERS
pConnecti on Handl e to a previously connected session
obj ectI D Nane for the object
pCut put Dat a Data to read
dat aSi ze Anmount of data read
rwCal | back Cal | back function (optional)
addPar ans Addi tional paraneters for call back (optional)
DESCRI PTI ON

This function reads froman object specified by objectID. The calling
application nust have conpleted all necessary authentications before
calling this function. This function automatically cal cul ates the

size of the object, allocates pQutputData, wites the object to

pQut putData, and returns the size in dataSize. The calling application
must free this allocated data when finished with it. Both the callback
function and additional paranmeters may be NULL if not needed.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MSCTokenConnecti on pConnecti on;
MSCPUChar 8 out Buf f er;
MBCULong32 obj Si ze;

MSC RV rv; MSCULong32 listSize

16;
rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenLi st,
if (rv MSC_SUCCESS) ({

rv MBCEst abl i shConnecti on( &t okenLi st[0], MSC SHARE SHARED,
NULL, &pConnection );

&listSize );

NULL,

if (rv
rv

MBC_SUCCESS) {
MBSCReadAl | ocat e(bj ect (&pConnecti on,
&obj Si ze) ;

“cl”, &outBuffer,

if (rv MSC_SUCCESS) {

f'rée(outBuffer); /* */

}
}

| nport ant

}
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SEE ALSO
MBCCr eat ehj ect, MSCDel et eCbj ect, MSCWiteObject, MSCReadObject,
MBCLi st Obj ects, MSCGet Obj ect Attri butes, MSCReadAl |l ocat eObj ect
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NAME
MSCGet Obj ect Attributes - Gets an objects attributes

SYNOPS| S
#i ncl ude <nuscl ecard. h>

MBCGet (hj ect Attri but es(

MSCLPTokenConnect i on pConnecti on,
MSCSt ri ng obj ect | D,
MSCLPObj ect | nfo pQbj ectinfo
)
PARAVETERS
pConnecti on Handl e to a previously connected session
obj ectI D Nane of the object to find
pObj ectinfo Structure hol di ng object information
DESCRI PTI ON

This function returns information about a particul ar object including
its size and Access Control List (ACL).

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; [// 16 used as exanple
MSCTokenConnecti on pConnecti on;
MBSChj ect | nfo obj I nfo;
MSC RV rv; MsSCULong32 listSize = 16;

rv = MSCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MsSCGet Obj ect Attri but es(&Connection, “cl”, &objlnfo);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCCr eat ehj ect, MSCDel et eChj ect, MSCWiteOhject, MSCReadObject,
IMBCLi st Cbj ects, MSCGet Cbj ect Attri butes, MSCReadAl | ocat eChj ect
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NAMVE
MSCLi st Cbj ects - Lists the currently avail abl e objects

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCLi st Obj ect s(

MSCLPTokenConnect i on pConnecti on,
MSCUChar 8 seqOpti on,
MSCLPObj ect | nfo pbj ectinfo
)
PARAVETERS
pConnecti on Handl e to a previously connected session
seqOpti on Sequence option
pQbj ectinfo Ret urned obj ect information
DESCRI PTI ON
This function returns structures of objects that are available on the card
Each tine this function is called it will return the next object structure

inthe list until MSC SEQUENCE END is returned. At anytine seqOption can
be decl ared as SEQUENCE RESET to return to the beginning of the list.

seqOpti on:
MSC_SEQUENCE RESET Get the first itemin the |ist
MSC_SEQUENCE NEXT Cet the next itemin the list
pObjectinfo is a structure containing the followi ng fields:
obj ectI D | D of the object
obj ect Si ze Si ze of the object
obj ect ACL nj ects Access Control List (ACL)

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MBSCTokenConnecti on pConnecti on;
MBCObj ect | nf o obj Dat a;
MSC RV rv; MSCULong32 listSize = 16;

rv
rv

MBCLi st Tokens( MSC_LI ST_KNOMN, tokenList, & istSize );
MBCEst abl i shConnecti on( &t okenLi st[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
rv = MSBCLi st Obj ect s(&Connecti on, MSC SEQUENCE RESET, &obj Data);
do {
rv = MBCLi st Obj ect s(&Connecti on, MSC SEQUENCE NEXT, &obj Data);
} while ( rv == MBC_SUCCESS ) ;

SEE ALSO
MBCCr eat eChj ect, MSCReadAl | ocat eoj ect, MSCGet Cbj ect Attri butes,
MBCDel et eChj ect, MSCWiteCbj ect, MSCReadOnject, MSCLi st bjects
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NAMVE
MSCLogout AI'l - Logs out all logged identities

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MSCLogout Al 1 (

MSCLPTokenConnect i on pConnecti on,
)
PARAVETERS
pConnecti on Handl e to a previously connected session
DESCRI PTI ON
This function |logs out all |ogged identities. Any PINs, or
external authentications previously made will no | onger hold

nmerit after this function call.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MSCTokenl nfo tokenList[16]; // 16 used as exanple
MBSCTokenConnecti on pConnecti on;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MSC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MsSCLogout Al | (&pConnection);
if (rv == MSC_SUCCESS)
{

}
}
}

SEE ALSO
MBCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MSCBegi nTr ansacti on, MSCEndTransacti on, MsSCVerifyPIN,
MBCExt Aut henti cat e, MsCLogout Al |

NULL,
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NAME
MSCGet Chal | enge - Retrieve a random nunber fromthe card

SYNOPSI S
#i ncl ude <nuscl ecard. h>

MBCGet Chal | enge(

MSCLPTokenConnect i on pConnecti on,
MBSCPUChar 8 pSeed,
MsCUShor t 16 seedSi ze,
MBSCPUChar 8 pRandonDat a,
MBCUShort 16 randonDat aSi ze
)
PARAVETERS
pConnecti on Handl e to a previously connected session
pSeed Seed to inject into random al gorithm
seedSi ze Size of the seed
pRandonDat a Random data fromthe card
randonDat aSi ze Amount of random data requested
DESCRI PTI ON

This function requests a random nunber fromthe card which can
be used for many purposes including the verify an authentication
usi ng the MSCExt Aut henticate function. A seed may be presented
into pSeed. A seedSize of zero denotes no seed presented.

RETURN VALUES
Ref erence previously defined error codes.

EXAMPLES
MBSCTokenl nfo tokenList[16]; // 16 used as exanple
MBCTokenConnecti on pConnecti on;
MBCUChar 8 r andonDat a[ 8] ;
MSC RV rv; MSCULong32 listSize = 16;

rv = MBCLi st Tokens( MSC LI ST_KNOW, tokenList, & istSize );
if (rv == MBC_SUCCESS) {
rv = MSCEst abl i shConnecti on( &t okenList[0], MSC SHARE SHARED, NULL,
NULL, &pConnection );
if (rv == MSC_SUCCESS)

rv = MSCGet Chal | enge( & Connection, NULL, 0, randonData, 8);
if (rv == MSC_SUCCESS)

{
}
}
SEE ALSO

MSCLi st Tokens, MSCEst abl i shConnecti on, MSCRel easeConnecti on,
MBCBegi nTr ansacti on, MSCEndTransacti on, MSCExt Aut henti cate
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CAPABILITY DEFINITIONS

The foll owi ng contains Tags and the avail abl e responses which can be retrieved
fromthe MSCGet Capabilities function. The returned data size will be contained
in the brackets []. For exanple MSC TAG SUPPORT_FUNCTIONS [4] neans the tag
nane is MSC TAG SUPPORT_FUNCTIONS and it returns 4 bytes. Each Tag is Bold and
it's nmenbers will be values which can be tested by a bitnmask test to determ ne
whet her that feature is supported. |If a particular function of crypto algorithm
is not supported, any further tags related to that unsupported feature do not
have to be defined. If a Tag is not defined, MSC_|NVALI D PARAMETER wi |l be
returned and the application can assunme the feature is not supported. Al data
requiring nore than one byte are stored in the host’s byte order so that
typecasts may be used. For Tags which do not return bitmasks, it will be listed
as to what is returned.

MSC_TAG_SUPPORT_FUNCTI ONS [ 4]

This tag returns a bitnmask of the functions supported by this token
provider. The functions are listed bel ow

MSC_SUPPORT_GENKEYS - Supports MSCGener at eKeys
MSC_SUPPORT_| MPORTKEY - Supports MSCI npor t Key
MSC_SUPPORT_EXPCORTKEY - Supports MSCExport Key
MSC_SUPPORT_COVPUTECRYPT - Supports MsSCConput eCr ypt
MSC_SUPPORT_EXTAUTH - Supports MSCExt er nal Aut h
MSC_SUPPORT_LI STKEYS - Supports MSCLi st Keys
MSC_SUPPORT_CREATEPI N - Supports MSCCreatePI N
M5C_SUPPORT_VERI FYPI N - Supports MsCVerifyPI N
MSC_SUPPORT_CHANGEPI N - Supports MsCChangePl N
MBC_SUPPORT_UNBLOCKPI N - Supports MSCUnbl ockPI N
MSC_SUPPORT_LI STPI NS - Supports MSCLi st PI Ns
MSC_SUPPORT _CREATEOBJECT - Supports MSCCreat eChj ect
MSC_SUPPORT_DELETEOBJECT - Supports MSCDel et ehj ect
MSC_SUPPORT_W\RI TEOBJECT - Supports MSCWiteCbj ect
MSC_SUPPORT _READOBJECT - Supports MSCReadObj ect
MSC_SUPPORT_LI STOBJECTS - Supports MSCLi st Obj ects
MSC_SUPPORT_LOGOUTALL - Supports MsSCLogout Al |
MSC_SUPPORT_CGETCHALLENGE - Supports MsCGet Chal | enge

MSC_TAG_SUPPORT_CRYPTOALG [ 4]

This tag returns a bitnmask of the supported crypto and digest al gorithns
which are |isted bel ow

MSC_SUPPORT_RSA -Supports the RSA al gorithm
MSC_SUPPORT_DSA -Supports the DSA al gorithm
VBSC_SUPPORT _ELGAMAL -Supports the El Gamal al gorithm
MSC_SUPPORT_DES - Supports the DES al gorithm
MSC_SUPPCORT_3DES -Supports the Triple DES al gorithm
VMSC_SUPPORT _| DEA -Supports the | DEA al gorithm
MSC_SUPPORT_AES -Supports the AES al gorithm
MSC_SUPPORT_BLOWFI SH -Supports the Blowfish algorithm
MSC_SUPPORT_TWOFI SH - Supports the Twofish al gorithm
MSC_SUPPORT_SHAL - Supports the SHA1 al gorithm
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MSC_SUPPORT _MD5 -Supports the MD5 al gorithm

MSC_TAG_CAPABLE_KEY_ AUTH [ 2]

This tag returns the Access Control
generate keys.

List {ACL) required to inport or
In this case an ACL consists of one SHORT.

MSC_TAG CAPABLE_RSA [ 4]

This tag returns a bitnask of the supported features available to
the RSA al gorithm as defined bel ow.

MSC _CAPABLE RSA 512 -Supports 512 bit RSA
VSC_CAPABLE RSA 768 -Supports 768 bit RSA
MSC_CAPABLE _RSA 1024 -Supports 1024 bit RSA
MSC_CAPABLE_RSA 2048 -Supports 2048 bit RSA

MSC_CAPABLE_RSA_4096
MSC_CAPABLE_RSA_KEYGEN
MSC_CAPABLE_RSA_NOPAD
MSC_CAPABLE_RSA_PKCS1

4096 bit RSA

RSA key generation

RSA with no pad

RSA wi th PKCS1 paddi ng

- Supports
- Supports
- Supports
- Supports

MSC_TAG_CAPABLE_DSA [ 4]

This tag returns a bitnask of the supported features available to
the DSA al gorithm as defined bel ow.

MSC_CAPABLE DSA 512 -Supports 512 bit DSA
VMSC_CAPABLE DSA 768 -Supports 768 bit DSA
VMSC_CAPABLE DSA 1024 -Supports 1024 bit DSA
MSC_CAPABLE_DSA 2048 -Supports 2048 bit DSA

MSC_CAPABLE_DSA_4096
MSC_CAPABLE_DSA_KEYGEN

4096 bit DSA
DSA key generation

- Supports
- Supports

MSC_TAG_CAPABLE_DES [ 4]

This tag returns a bitnmask of the supported features available to
the DES al gorithm as defined bel ow

MSC_CAPABLE_DES_KEYGEN
MSC_CAPABLE_DES_CBC
MSC_CAPABLE_DES_EBC
MSC_CAPABLE_DES ECB

-Supports DES key generation
-Supports DES in CBC node
- Supports DES in EBC node
- Supports DES in ECB node

MSC_TAG_CAPABLE_3DES [ 4]

This tag returns a bitnmask of the supported features available to
the Triple DES al gorithm as defined bel ow

MSC_CAPABLE_3DES_KEYGEN - Supports
MSC_CAPABLE 3DES 3KEY - Supports
MSC_CAPABLE_3DES CBC - Supports
MSC_CAPABLE_3DES EBC - Supports
MSC_CAPABLE_3DES ECB - Supports

Tripl e DES key generation
3 key Triple DES

Triple DES in CBC node
Triple DES in EBC node
Triple DES in ECB node
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MSC_TAG_CAPABLE_| DEA [ 4]

This tag returns a bitnask of the supported features available to
the I DEA al gorithm as defined bel ow

VSC _CAPABLE | DEA KEYGEN - Supports Triple DES key generation

MSC_CAPABLE | DEA CBC -Supports Triple DES in CBC node

MSC_CAPABLE | DEA ECB -Supports Triple DES in ECB node
MSC_TAG _CAPABLE_AES [ 4]

This tag returns a bitnmask of the supported features available to
the AES al gorithm as defined bel ow

MSC _CAPABLE _AES KEYGEN - Supports AES key generation

MSC_CAPABLE_AES CBC -Supports AES in CBC node

MSC_CAPABLE_AES ECB -Supports AES in ECB node
MSC_TAG _CAPABLE_OBJ_ATTR [ 4]

This tag returns a bitmask of the foll ow ng object rel ated
attributes:

MSC_CAPABLE_OBJ_ZERO
-Is capabl e of zeroing data on object deletion

MSC_TAG CAPABLE_OBJ_| DSI ZE [ 1]

This tag returns the size of an object ID. For exanple, it may return
the nunber 4. This neans it uses 4 byte object ID s.

MSC_TAG CAPABLE_OBJ_AUTH [ 2]

This tag returns the Access Control List {ACL) required to create
objects. In this case an ACL consists of one SHORT.

MBC_TAG_CAPABLE_OBJ_MAXNUM [ 4]

This tag returns the maxi num nunber of objects which may exist on
t he token.

MSC_TAG_CAPABLE_PI N_ATTR [ 4]
This tag returns a bitmask of the following pin related attributes.
MSC_CAPABLE_PI N_RESET
-Unbl ock PIN reset’s the PIN to the default PIN
MSC_CAPABLE_PI N_LEAVE
-Unbl ock PIN | eaves the PIN as it’'s original val ue.

MSC_TAG_CAPABLE_PI N_MAXNUM [ 1]

This tag returns the maxi mum nunber of pins which may be on the
t oken.
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MSC_TAG_CAPABLE _PI'N_M NSI ZE [ 1]
This tag returns the mni num nunber of characters which may be used
inapin. For exanple, a return of 4 means you may have a m ni num
pin size of 4 characters.
MSC_TAG _CAPABLE PI N _MAXSI ZE [ 1]
This tag returns the maxi mum nunber of characters which nmay be used
inapin. For exanple, a return of 8 nmeans you nmay have a maxi num
pin size of 8 characters.
MSC TAG CAPABLE PI N CHARSET [ 4]
This Tag returns a bitnmask of the supported character set based on
the pin policy set in the token:
MSC_CAPABLE PIN A Z - Supports uppercase A-Z
MSC_CAPABLE PIN a_z -Supports | owercase a-z
MSC_CAPABLE PIN 0 9 - Supports nunbers 0-9
MSC_CAPABLE_PI N_SPACE - Supports spaces
MSC_CAPABLE _PI N _CALC -Supports + - / * % .= (cal culator chars)

MSC _CAPABLE PI N NONALPHA - Supports 101 key English keyboard chars

MSC_TAG_CAPABLE_PI N_POLI CY [ 4]

This Tag returns a bitnmask of the pin policy checking and requirenent
attributes used by the token when creating pins.

MSC_CAPABLE PIN A Z -Must have uppercase A-Z

MSC CAPABLE PIN a z -Requires | owercase a-z

MSC _CAPABLE PIN 0 9 -Requi res nunbers 0-9

MSC _CAPABLE PI N NONALPHA - Requi res non-al phanuneric

MSC _CAPABLE PI N HI STORY - Checks pin history
MSC_TAG CAPABLE _PI N_AUTH [ 2]

This tag returns the Access Control List {ACL) required to create
pins. In this case an ACL consists of one SHORT.
MSC TAG CAPABLE | D STATE [1]
This Tag returns a bitnmask of one value. A token can keep ID state
when it can keep track of whether a pin or other id has been | ogged.
A token with this capability will be able to returnit’s logged ID s
with the GetStatus function.

MSC _CAPABLE | D STATE -Token maintains id state
MSC_TAG_CAPABLE_RANDOM [ 4]

This Tag returns a bitnmask of capabilites of the on-board random
nunber generati on.

VMSC_CAPABLE_RANDOM SEED -Uses input of seed
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MSC_TAG_CAPABLE_RANDOM MAX [ 1]

This tag returns the maxi num nunber of bytes which nay be returned
fromthe random nunber generator.

MSC_TAG_CAPABLE_RANDOM M N [ 1]

This tag returns the mni num nunber of bytes which nay be returned
fromthe random nunber generator.
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